Prasar Bharati
(India’s Public Service Broadcaster)
Directorate General: Doordarshan
Doordarshan Bhawan
New Delhi
(Budget Section)
No.G-28011/2/2016-Bi (Vol.-11) Date:10.01.2019

Subject:- Introduction of Enhanced Security Layers in the online payment process in
PEMS: Regarding.

Reference is invited to DG.DD’s email. dated 09/01/2019 forwarded copy of Ministry of
[nformation and Broadcasting’s letter no. Pr.AO/1&B/B&A/PFMS(CSS)/2018-19/1984-2030.
dated 08/01/2019 (Copy enclosed) on above mentioned subject.

2. In this regard, MIB has decided to enhance security/protocols which are being enforced
in the operation of Public Financial Management System (PFMS) with a view to enhance its
robustness.

-

3. All the Kendras/Field Units are . therefore . requested to strictly adhere to the guidelines
for enhanced security layers on PFMS as given in above mentioned letter.

Encl: as above.

(K.C. Jain)
Dy. Director (Budget)

1. Chief Engineer . CCW(C) . Soochna Bhawan, CGO Complex.
2. All Heads/DDOs of Doordarshan Kendras/Field Units.

3. DDA(Cash), DG:DD.

4. DG(News), DD.

Copy for kind information to:-
i. Deputy director General (I), PB Sectt.. Prasar Bharati House. New Delhi
PPS to ADG(FYDDG(B&AYDD(BY at this DG:DD. C,'—’ij J
IT Cell is requested to upload the letter on Doordarshan website.
Guard File.
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1/9/2019 Gmail - Fwd: Introduction of Enhanced Security Layers in the online payment process in PFMS: Regarding \ég ’]'
S—

i

P ‘1 Gmail Budget Section <budgetsectiont@gmail.com>

Fwd: Introduction of Enhanced Security Layers in the online payment process in
PFMS: Regarding

SUPRIYASAHU <dgdd.doordarshan@gmail.com> Wed, Jan 9, 2019 at 11:51 AM
To: Engineer-in-Chief DD <eincdoordarshan@gmail.com>, Deepak Ashish Kaul <da.kaul@nic.in>,
budgetsection1@gmail.com

for n/a.

DG:DOORDARSHAN,
Doordarshan Bhawan, Copernicus Marg, New Delhi - 110 001,
Tel:23386055

---------- Forwarded message -------—

From: BUDGET ACCOUNTS <pracbnamib@gmail.com>

Date: Wed, Jan 9, 2019 at 11:47 AM

Subject: Introduction of Enhanced Security Layers in the online payment process in PFMS: Regarding

To: pdg-pib@nic.in <pdg-pib@nic.in>, DAVP (DG) <dgdavp@nic.in>, PUBLICATION DIVISION <dpd@nic.in>,
prni@nic.in <prni@nic.in>, FILM DIVISION <dgfd@filmsdivision.org>, DIRECTORATE OF FILM FESTIVAL
<dir.dff@nic.in>, photodiv@nic.in <photodiv@nic.in>, director@nfaipune.gov.in <director@nfaipune.gov.in>,
ceocbfemum@rediffmail.com <ceocbfcmum@rediffmail.com>, ceocbfcmumbai@gmail.com
<ceochfcmumbai@gmail.com>, CEO PRASAR BHARTI <ceo@prasarbharati.gov.in>, CEO CFSI <ceo@cfsindia.org>,
[IMC <dgiimc1965@gmail.com>, Director SRFTI (KOLKATTA) <director@srfti.ac.in>, filminstitute@ftiindia.com
<filminstitute@ftiindia.com>, dgair@air.org.in <dgair@air.org.in>, SUPRIYA SAHU <dgdd.doordarshan@gmail.com>,
Sakesh Prasad Singh <sakeshsingh999@gmail.com>, PAO(AIR)CHENNAI <paoairchennai@yahoo.com>,
PAO(AIR)KOLKATA <pao.air.kol@gmail.com>, PAO(AIR)LUCKNOW(2) <paoairlko@yahoo.in>, PAO(DD) NEW DELHI
<paodd027886@gmail.com>, PAO(AIR)MUMBAI <paocairmum@gmail.com>, PAG(FD) MUMBAI
<pao_fd_mum@yahoo.co.in>, PAOAIRNEWDELHI <paocairnewdelhi@yahoo.in>, PAODAVP <paodavp@gmail.com>,
PAODDCHENNAI <pao-ddch@nic.in>, PAODDGUWAHATI <paoguwahati@gmail.com>, PAODDKOLKATA <paoddkol-
wb@nic.in>, PAODDNAGPUR <paoddngp@redifimail.com>, PAOIRLA <pao_irla@rediffmail.com>, PAOMS
<paoms20@gmail.com>, Joint Secretary (P&A) <jspna-moib@gov.in>, Joint Secretary (Films) <jsfilms.inb@nic.in>, Joint
Secretary (B) <jsb.inb@sb.nic.in>, M. K. Pingua J.S. (EW) <pinguamk@ias.nic.in>, SR. ECONOMIC ADVISOR <srea-
moib@gov.in>, Secretary (1&B) <secy.inb@nic.in>, AS & FA (1&B) <asfainb@gov.in>, <nmwd45@gmail.com>, NEW
MEDIA WING <adg-rritd@nic.in>, <director-emmc@gmail.com>, <secyfcat.inb@nic.in>

Sir/Madam,

Please find attached an OM on enhanced security layers in online payment process in PFMS enclosing therewith detailed
instructions issued by the office of CGA, Deptt. of Expenditure.

Please issue necessary directions to the Programme Divisions, DDOs under your administrative control to follow the
guidelines enumerated in the said OM.

Regards.

Sr AQ (Budget & Accounts)

Principal Accounts Office

O/o Chief Controller of Accounts

Ministry of Information and Broadcasting
Room no-702, A-Wing, Shastri Bhawan, ND-01

m 01123385646, 01123380291,011233802863 (P/F)

#7) DDOs-PDs in Ministry.pdf
5393K
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Confidential
No.Pr.AO/1&B/B&A/PFMS (CSS)/2018-19/ } G4 &Y -2 030

Government of India
Ministry of Information and Broadcasting
O/ o Chief Controller of Accounts
Principal Accounts Office
Budget and Accounts Section
74 Floor, A- Wing, Shastti Bhawan, New Delhi — 110001

Dated 04 January, 2019
(3

/ /Office Memorandum/ /

Please find enclosed herewith Office of the Controller General of Accounts, Ministry of Finance,
Department of Expenditure O.M no. MF-CGA/TTD/SDTQC/SCP/2018-19/2359 dated 3~ January, 2019
regarding enhanced security features/protocols which are being enforced in the operation of Public Financial

Management System (PFMS) with a view to enhance its robustness.

2. Al Head of Depattments including ABs ate requested to issue necessary directions to the
Programme Divisions (PDs), Drawing & Disbursing Offices (DDOs) in the Ministry and units/kendras of
DG:DD and DG:AIR in Prasar Bharati to strictly adhered to the guidelines for enhanced security layers on
PFMS attached at Annexure-A.

3. This issues with the approval of the CCA (1&B). \
Encl:-As Above. \ » \".\\I"\\\ '

. \ .\
~ (Drcg{a jeeta)

Dy. Controller of Actounts
To
(® Pr. DG (PIB)/ DG (BOC etc.)/ DG (DPD)/ Pr. Press Registrar of India (RNI)/ DG (Film
Division).

(i) Director (DFF)/Ditector (Photo Division)/Director (NMC)/Director (NFAI) /Director (EMMC)
/CEO (CBFC)/HOD(FCAT).

(iii) Director (Admn.), Main Sectt., Ministry of Information & Broadcasting, New Delhi.

(iv) CEOQ, Prasar Bharati/CEO, CFSI/ Director General, IIMC/Director, SRFTI/Director, FTIL.
v) DG (AIR) & DG (DD), New Delhi

(v ADG (B&A), Prasar Bharad, Copernicus Marg, Mandi Huouse, New Delhi-110001.

(vii) St AO (Admn./IAW), Principal Accounts Office and all PAOs of Ministry of Information &
Broadcasting.

Copy to:-
(¥ JS P&A)/ JS(Film)/ JS(Broadcasting)/ JS(EW)/Sr. Economic Adviser

Copy for information to: -

)  PPS to Secretary (I1&B)/ PPS to AS & FA (I&B)/ PPS to AS (I&B).



Annexure-A

Enhanced Security Layers in the online payment process in PFMS for
DDOs/PDs in Ministry and ABs including Units/Kendras of Prasar Bharati

(i) Al officials of DDO/PD dealing with DDO/PD module of PFMS shall use NIC/GOV domain e
mail 1D for user tegistration. For new User registration only NIC/GOV domain email id will be
allowed. ‘The e mail id of all Ministry level users may be reviewed and users who have registered on
PEMS with non-NIC/GOV e-mail may be ditected to shift to NIC /GOV domain e- mail ID by
15-01-2019. Beyond this date all non-NIC/GOV domain email IDs will be de-activated. All
DDOs/PDs may download a list of non-NIC/GOV domain e- mails from PFMS for taking
necessary action by targeted date.

(ii) The list of Gol sanction module users in PFMS which include PD, DDO may be verified and
updated on weekly basis. If any user is found to be no longer valid the same may be deactivated
immediately in consultation with respective PAO. A list of concerned Sanctions Module Usets
used by DDOs/PDs may be downloaded from PFMS. The same may be reviewed, verified and if
any user is found to be no longer valid they may be deactivated immediately in consultation with
tespective PAO.

A system of two levels approval for creation of user and SMS alert on creation of users to approvers
is being built into the system by O/o CGA, MoF, DoE and will be communicated shortly.

(iii) DDOs/PDs in Ministry and Unit/Kendras of PB may be advised strictly not to access the
DDO/PD/EAT/DBT module and not use digital signatures for making payment from the
computers installed outside their office locations.

(v) At the time of telieving of any officer who is a DDO/PD in Ministry and
Maker/Checker/Administratotr in ABs, type uset (upon transfer/superannuation) his/her digital
signature, if any and user id should be deactivated. This should be one condition to be enforced
while giving No Objection certificate/LPC. Fresh user id and digital signature should be provided
to the new incumbent. :

(v) An additional security layer in the form of DSC fot CDDO/DDO/PD type usets to login into the
system will be enforced in the system in phased mannet. All CDDO /DDO/PD may immediately
assess the requirement of DSCs and procure necessary hardware expeditiously. Necessary advisory
may be issued to the Program Division for purchase of DSCs in t/o usets functioning as PD and
CDDO type wherever applicable.

(vi) The log of the approved agencies / vendot/ individuals list with bank account details in soft and in
physical form shall be maintained by PD, DDO and PAQs. The same may be reviewed jointly and
updated on regular basis.

(vi)) All DDOs/PDs in Ministry and Checker/Maker/Administrator in ABs are instructed to obsetve
strict confidentiality of user  IDs/Passwords and security of Digital signatures if any. HODs ate
requested to make surptise checks and take strict action against those found to be breaching
necessary secutity protocol issued by O/o CGA, Mok, DoE vide OM No. MF.CGA/ITD-
SPC/Password Policy/2012-13/Pt.file/2329 dated 27/12/2018 (copy enclosed for teady
reference).



MOST URGENT
CONFIDENTIAL
No.MF-CGA/ITD/SDTQCISCPI2018-19 /9359
Government of india
Ministry of Finance,
Department of Expenditure
Office of the Controller General of Accounts
IT-Division
KWW
3" Floor, MLN Bhawan,
‘E’ Block, GPO Complex, INA Colony
New Delhi~-110023
Dated: January 3, 2019
Office Memorandum

Subject: Introduction of Enhanced Security Layers ih the online payment process in PEMS.

The undersigned is directed to state that following enhanced security features/protocols are

being enforced in the operation of Public Financial Management System(PFMS) with a view to
enhance its robustness. All Pr. CCAs/CCAs/CAs with independent charge are requested to ensure
compliance to following instructions:

1.

All Pay and Accounts Officers authorised for making payments shall verify each payment
file of a batch with the comesponding physical bill without fail before putting the digital
signature.

All officials of PAOs dealing with PAO and DDO module of PFMS shall use NIC/GOV
domain e mail ID for user registration. For new User registration only NIC/GOV domain
email id will be allowed. The e mail id of all Ministry levet users may be reviewed and users
who have registered on PFMS with non-NIC/GOV mail may be directed to shift to NIC/GOV
domain e mail ID by 15-01-2019. Beyond this date all non-NIC/GOV domain email IDs will
be de-activated. A list of non-NIC/GOV domain e mails in respective Ministry/Department is
enclosed.

The list of Gol sanction module users in PFMS which include PD, DDO, DH, AAO, PAO,
Pr.AO, and CCA may be verified and updated on weekly basis. If any user is found to be
no longer valid the same may be deactivated immediately. A list of Government of India
Sanction Module Users in respective Ministry/Department is enclosed. The same may be
reviewed, verified and if any user is found to be no longer valid they may be deactivated
immediately.

A system of two levels approval for creation of user and SMS alert on creation of users to
approvers is being built into the system.

PAQs may be advised strictly not to access the PAO/DDO module and not use digital
signatures for making payment from the computers installed outside their office locations.
Necessary systemic check of binding the IP addresses is being done. All Pr.
CCAs/CCAs/CAs are requested to prepare the list of IP addresses of all computers being
used in PAQOs and send to ITD by 11-01-2019.

At the time of relieving of any officer who is a PAO type user (upon transfer/superannuation)
histher digital signature and user id should be deactivated. This should be one condition to
be enforced while giving No objection certificate/LPC. Fresh user id and digital signature
should be provided to the new incumbent.

An additional security layer in the form of DSC for PAQ type users to login into the system
is being enforced in the system immediately. For all other type of users in PAOs i.e for
PrAGs and CCA level users it is to be enforced w.e.f. 15-01-2019. For DDOs and PDs it will
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be enforced in phased manne All Pr. GCASICCASICAS may inmediately assess the
requirement of DSCs for PAOs and Pr AQs and procure necessary hardware expeditiously
Necessary advisory may be Issued to the Progran Division for purchase of DSCs n rfo

The log of the approved agencies/ vendar/ individuals Msi-with bank account details in soft
and in physical form shall be maintained by PD, DDO. and PAOs The same may be
reviewed jointly and updated on regufar basis.

Pr.CCAsS/CCAs/CAs shall issue instruclions w0 all PrAOs/PAOS under they control fos
observing strict cenfidentiality of user 1Ds/Passwords and security of Digitat snatures, Pr
CCAsICCASICAs shall make surprise checks and take strict action agamst those fournd io
be breaching necessary securly protocol 1ssued by this office vide OM No. MF LGAITD
SPC/PasswordPolicv!ZO12-13/Pt file/2329 dated 27112/2018

=

{Harish Kumar Srivastav}
Joint CGA (1ITD)

To
All Pr. CCAs/CCAsICAS with independent charge

Copy To:
Ps to CGA
PS to Addl. CGAs

LU



Government of India
Ministry of Finance
Department of Expenditure
Controller General of Accounts
1T Division

No. MF.CGA/ITD-SPC/Password Policy/2012-13(Pt.File)/ 23 1ﬂ Dated. 27.12.2018

OFFICE MEMORANDUM

Subject: Guidelines for IT platforms and Revised Password Policy for
online Payments under Civil Accounts Organization.

In Supersession of this office earlier OM No.MF.CGANTD-

SPC/Password Policy/2012-13/08-43 dated 17 April 2018 the following
password policy is enunciated with immediate effect in order to ensure more
secure environment for online payments processing, under Civil Accounts
Organization.

10.

11.

12.

Password should be of length of minimum 8 and maximum 10 characters.
Password mandatorily should include both special as well as Alpha
numeric characters.

Password should not have the similarity with user name or part of the user
name.
To ensure that only the User knows the password he/she should change
the password at the time of the first Login into the system.

User needs to change password every few weeks as the system
automatically prompts for the change in password and does not allow
Login without changing the password.

A new user is created in PFMS only with the approval of authority which
has been authorised for the same by system configuration.

In case the user is transferred/leaves the office the responsibility rests
with the approving authority to disable the User ID.

The CCA level user access facilitates MIS at the apex level, which can
work as a deterrent to the unscrupulous elements and all the users
approved at various levels should be closely monitored as such.
The | Key of the Pr. AO has to be invariably approved by the CCA,
whereas | Key of PAOs by Pr. Accounts Officers and for the CDDOs by
PAOs, thus ensuring a check and balance accordingly. The Timeout
procedure for inserting the | Key for every session has been made in
PFMS.
The password and user name should not be shared with anyone by the
owner and any legal issue arising out of sharing the password/user name
shall be the liability of the owner,
The digital signature key used at various level in PFMS is not to be shared
with anyone by the person in whose name the key has been issued and
any loss/theft thereof should be immediately reported to senior officials
and the same should be disabled on PFMS immediately.
Any legal issue arising because of sharing of digital signature key shall
be the liability of the owner of digital signature key.



13.

14.

15.

All guide lines stipulated to be followed for making payments should be
strictly adhered to and verification against physical documents should be
done at all levels unless stipulated by explicit directions for use of
electronic mediums.

In case of any suspicion of the password being compromised, it must be
changed immediately by logging into PFMS portal.

Going forward, GOV/NIC domain email ids are mandatory to register on
PFMS portal to perform any part of treasury function for the Government
of India, all current users making use of Non-GOV/Non-NIC email ids to
register on PFMS are supposed to obtain the same at earliest and register
using the same. All other ids not using GOVINIC domain emails for

registering on PFMS shall be disabled with effect from 018t February,
2019

This issues for adherence to the above stipulations by the users.

N e I

* TAnupam Raj)
Asstt. Controller General of Accounts

To
All Pr. CCAs/CCAS/CAs with independent charge



